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This document is Mr. Radatti’s notes from his presentation at GovSec. It is
not intended as a standalone white paper.

Computer security today isafailure. It gesintheway of getting thejob done
therefore, it isnormally bypassed or weakened. Even if security systems are
implemented correctly, they are often bypassed for mission or opaationd reasonsor are
inadequéae.

Thelargest single holein computer security existsin all systems. It existsevenin
systems tha are of very gooddesign. Thereis noway to eliminate this problem butyou
can reduceitsscope Tha problem isthe Ounforeseen.O

For the purpose of this presentation, | will use the word OviusOloosely to mean all
forms of attack software induding viruses, worms, bots, Trojans bombsand all other
forms, both known and unknown.

Mog people feel tha theingallation of an anti-viruganti-spyware program will protect
them fromvirusattacks. Thisassumptionisfalse.

Virus spyware and all other scanners can only detect attacksthat they already know
about They donotdirectly protect againg zero day attacks, nor do they protect agang
stealthy, low profile attacks in which a sample was never collected for andysis. A virus
can be designed that makes collection a low probability.

There are methodsin place tha attempt to address the zero day problem in theform of
behavior blockers and code emulators. These methodsare only partly successful and
can not address viruses tha were designead specifically to avoid this type of detection.

Heuristics also plays apart in zero day defense but the word QheuristicsOhas become a
marketing buzz word and no longe has any real meaning. When it has meaning, it is
because a manufacturer has defined it with a specific meaning.

Cyber Soft hasa specific definition for heuristics. We peform heuristicsusng a
human andyst. | feel that automated heuristic systems are not appropriate because they
can do unexpected things At Cybe Soft, heuristics are peformed ona case by case basis
by an andyst whois skilled in theprocess. A goad exampleisvirusfamily detection.
Computer viruses normally come in families of related, but distinct programs. Each virus
has adetection algonithmassigned to it.  If there are enoughviruses, an andyst will
review all of thealgarithms and design onenew algorithm to replace them. This new
algorithmwill nomally detect all of theknown, plusany new viruses created in that

same family.

Cyber Soft heuristicswork well because history has shown tha viruses writers like to
piggybak onto successful attacks. Tha istheentire reason families exist.
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Computers are nomally theguadsthat protect themselves. Tha is, they runthar own
protection software such as anti-virus Thisisthesame as putting thechickensin charge
of guarding the chicken coop. There have been viruses tha specifically target and
corrupt anti-virus programs to hdp spread thevirus.

Thereare solutionsto this problem!

If noneof these methodsis 100% effective, isthere an ansver? Yes. Inadditionto usng
acombination of a scanna and any of theother methodsalready mentionad, theeisone
tool that can detect almog all forms of attack including software and human attacks,
baslineintegrity. CyberSoft addresses thisusng atool caled the Cryptographic
Integrity Tool. (CIT)

The CyberSoft CIT tool provides areport tha providesalist of files tha have been added,
ddeted, modified or duplicated. It also reports any files whos cryptographic signaure
has been flagged as dangeaous A tool of thistypedoes notrely uponsignaures,
emulation, behavior or heuristics. Theonly way to hidefromthistool is nat to toud the
file system. Any attack which is only memory resident can beremoved by rebooing the
system. In addition, this report provides the mos import of all computer security reports,
Aggregate Data. Using aggregae daa, you can detect indder attacks from spies,

outsider attacks from hackers, workers who are notdoing wha they should and all forms
of software attack tha toud thefile system. Theonly drawback isthat thereport mugs
beread by an administrator.

Theeisaspecia verson of basalineintegrity tha CyberSoft also addresses, self-healing.
The CyberSoft self-healing system is called Avatar. It was designed for a Qights outO
batlefield opeaation, with the assumption of proactive hodgile intent. Avatar will put the
basline back where it bdongsonce an unauthorized modificationis detected. This
preserves the operations capadty of the system and disables the attack.

Anothe method of protection tha is often used againg both hackers and virusesis
physical separation. Thisisaso known ascompartmentalization. It hdpsagang
outsider attacks. It will not stop a virus attack. | have seen fully compatmentalized
computers in which accessisrestricted to afew people, no externd network connections
exist, and movement of mediais strictly controlled tha have full-blown virusinfections
In fact, oneof these inddencesis why my company CyberSoft exists. Bricks and fences
do not provide protection agang virus attacks.

Theeisan argument tha a high-security computer system such as Trused Unix or
SELinuxwill provideprotection aganst virus attacks. Thisisfalse. Dr. Fred Cohen
proved that thefastest way to gain privilegein any system, induding truged systems, is
theuse of viruses. Tom Duff also proved this, in addition to bengthefirst pesonto
observe avirusinfection originaing from backup media. In fact, only common computer
opeaationsare needed for attack software to be successful. A correctly configured,
hardened, isolated, truged computer system is notimmune
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In Britain, there was a concerted effort to produce educationd systemsthat could notbe
subveted by attack software. They invented andfielded the Acorn computer. This
computer hdd theentire opaating system and all programsin ROM memory. They
were still infected. Today very few devices use ROM memory, butuse Flash RAM.
Thiswould make it even easier to attack. Propealy designed secure hardware is not
protection agang software attacks.

Theeisaclassification of software attack that is not often discussed but occasiondly
seen. Itisatargeted attack. A targeted attack isaprogram tha istargeted agang a
gpecific entity or role. For example, aviruscould bereleased that looksfor all systems
whos name endin .govor .mil, or for all systemsin a specific IP blodk for which public
informationidentifiestheowner. They can aso be programmed to keep avery low and
dow profile. In effect, asleeper virus.

Slegper viruses can be programmed to be opportunistic. They can exist for long
periodsof time before becoming resdent in thar target objectives. They can dso
become more active uponthereceipt of atrigge. Consder avirustha attacks cell
phones. They have existed for years. Such aviruscould be programmed to wait for a
specific dae before triggeaing apayload. Wha would happen if al cell phonesin an area
were knodked outduring aterrorist attack? At minimum, it would increase panic. At
worst, it could also gt into theemergency cell phane systems.

An attack can betargeted to a specific system butexist in thewild! Thiswas projected by
Sung Moo Yang in 1997 http://www.cybersoft.com/whitepapers/featured/cruise.shtml

Isthere a solution to software attacks? | bdievethere are answers and have been
working since 1988on solutionsat CyberSoft (www.cybersoft.com). These solutions
have been turned into common off the shdf (COTS) produds called the VFind Security
Tool Kit. There arethree versionsof this produd depending uponthe problem set tha
needsto be solved.

In additionto software attacks, there are basc computer security paradigms tha my
colleagues and | have been working on. Wefeel tha significant changes need to be
made in computer security implementation. We are notaonein thisfeeling. TheNSA,
USAF, USN, US Army and other organizationshave al pointed to new ways of thinking
aboutcomputer security. We have pulled together answers fromall of these
organizationsto point to a new paradigm. This newv way will notonly provide more
protection agang software attacks but a'so agang hackers, spies and unauthorized
actionsby authorized users. | think these changes need to be made now.

Computers allow usto dothingstha were impossible or not cog effective in the past.
This has caused an explosonin theuse of computersin everything from doorlodks to
ovensto air traffic and port control systems. They have rolesin placestha are
unexpected to theaverage person. Computer systems are layered in extremely complex
structurestha are hard to comprehend by your average person. Infact, your average
person may not even redlize tha computers have been embedded in many traditiondly
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andogdevices. An exampleiscell phone. Computers are importantin amog all
disaster response programs. Computer security breaches can cause disasters. Consder
thepower failurein North Americatha occurred Augug 14, 2003tha was attributed to
atrangmission circuit protection devicethat functioned correctly. Theremande of
thepower grid did not function properly.

This places computers at the center of priority for large scale attacks. They are both the
linchpin to success and a central point of failure. They areahigh target objective.
There arelots of smart people in theworld andit is much easier to break into a computer
system than to build agoodone

Compartmentalization does not solve the problem and may make solving problems,
once an attack is noticed, even harder. Thetarget becomes too great of avalueto ignore.

Computers will dowhat they aretold. 5
Computers can betold to do thingstha you don©want.
Computers can be subverted in ways tha make it hard to detect.

Biometrics do notwork unless layered. Biometricsare easy to captureand replay.
Once inputed, abiometric signaureisonly abinary stream.

PK1 isafailure, which meanstheway mos people do online banking and stock trading
isnotsafe. It also meansthat secure networkstha reply on PKI/PKE are not secure.

Once the make and modd of any device isknown, then specific targeted attacks can be
devised. For example, an access control pand. Micro-drill aholein thepand andinject
signalsto the PC card. Itisthesame with all electronicsinduding wall mounted pands.
Wires are nomally jus bdow thedrywall, and are easy to detect and perhgpsinject
signds. False faces on keypadscan capture key codes, known as skimmers.

Thenumber one problem for security isthehuman. Mog security is dependent upon
theuser. How dowe get users notto share passwordsor bevulnerable to human
engineering (spoofs, etc.)? A survey by SonicWALL indicates tha 44% of users do not
memorize thar passwords Humanscan give up the system unknowngly and bypass
security.

User education is not the solution. We can notmake users experts.

Fadors of Identification
Something you know (user 1D and password)
Something you know (user ID) and something you have (security token)
Something you know (user ID) and something you have (security token) and who
you are (oneof your biometric identification factors Bfinge print, iris scan, facid
characteristics)

wN P
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The priority of factorsisimportant. Y ou should use wha you have (security token) and
whoyou are (biometric). All tokensmug match.

Theprimary purpose of something known isto alow theuser to signal between normal
and duress situaions

A complete solution mug bedesigned from thetop down for security! All signdson
cables mug beenaypted or playback can hgppen anywhere.

Security systems should be transparent and passive, not requiring overt
actions by users for security to accomplish its job.

Asauser approaches a closed area, the security system should sense the user@® security
token and verify the user@ biometric identity, unlock the doorand possibly even open the
door. After theuser passes, the security system should lock thedoa behind the user.
Computer systems should sense the user@ security token and verify the user@ biometric
identity and unlock the system when approached by the user, and the system should lock
astheuser departs. All security interactions should be passive Bwithoutovet user
action assodated with security as he accomplishes hisjob.

Thepaadigm of unique user 1Dsfor login/logdf does not match real life situaions
For example, multiple users will use the same termind withoutlogonlogoff sequences
between users; an opeator may work apostion and passit to thenext shift without
logoff sequences to preserve the desktop® state. The NSA has separated identity from
rolein SELinux. With this condrud, apersonin therole can start therole@ session and
it can be continued by someoneelsein thesamerole. Actionsare accounted to both the
role and thepersonin therole. Moving from the user ID and password paradigmto atwo
or three factor identity security system causes this mismatch to stop. In many current
systems with the paradigm of uniqueuser IDs for login/logoff, security is circumvented
by the sharing of user IDs and passwordsto accomplish themission. To implement red
security with two or three factor identification, separation of role from identity
becomes critical.

Security should help people perform their jobs, notbein thar way. Users should
never have to memorize user |D/password combinations

TheDoD vision of theGlobal Information Grid represents a completely neworked
visionfor the batle space where everything and everyoneis neworked and
interopeaating fromthefrontlines, to theair and sea, to headquaters.

In the SciFi Channel Battlestar Galactica (2005)Episodel, dueto a security breach
caused by oneman, the enemy walksthrough the entire defense network. Infact, the
defense had noidea wha was hgppening as errors avalanched, resulting in atotal
shutdown. WhilethisisaTV show, if the Globd Information Grid is notdesigned with
very strongsecurity, it could happen tous. ThisshowisavailableonDVD. If you
know wha to lookfor, it will scareyou silly.
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Timeisgrowing short. Inthepast, virusand hacker attacks were performed mogly by
antisodal teenage's. Today they arein aminority. Organized crimeisasignificant
factor. All mgjor nations induding hogile nations, have cyber-attack and defense units.
We dready know that someterrorist groups havethetechnologyfor cyber warfare.

All of thiscan beimplemented today. Mog of it has been already implemented as
separate parts and only needs system integration. CyberSoft has been working on this
for severa yearsandwe arevery close. | bdievetha thetimefor anintegrated
security system istoday.
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Radatti’s Rules of Computer Security

Theminimum cos of computer security failureisdirectly related to thevalueof the
informationlog, theloss of the system@ opeaationd capability, opeationd
corruption and the cos of cleanup.

Theoutcome and finandal cods associated with acomputer security breach is
aways highe than predicted and unknowable by dl patiesinvolved.

If acomputer security solutionis common enoughtha an attacker can study it, then
its value may begreatly diminished.

Themore interconnected a system or nework, thegreater the oppatunity for a
security breach.

Nothingis completely secure, but you can make it difficult.

Thejob of computer security isto allow only thegoodguysto dother jobs
effectively and efficiently.

Computer security is anever-ending task tha requires congant vigilance.
Thereis norelationship between the cos of security and its effectiveness.
Great computer security isaresult of design.

When designing great computer security, it is critical notto forget thingslike wires,
simple physcs and mog important of al, theusers.

A $1,000000 computer security system protected by a $20doorlock is only worth
$20.

Intelligent people are always available, on both sides.

Radatti’s factors of the Rules of Computer Security
Open neworks invite attacks.

Formally prepare for a security breach before it hgppens
Authorized users can and will perform unauthorized actions

An exhaudively tested system is aready obolete and insecure. Congdant vigilance
requires amethod of congant improvement withou monthsof testing.

Expect attackers to try easy but unexpected waysfirst. Tha indudes physcal entry
and sodal engineering.
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