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user specified application, and takes appropriate actions
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AUTHENTICATION PROGRAM FOR A COMPUTER OPERATING
SYSTEM - FIGURE 1
(PRIOR ART) CURRENT METHOD BY WHICH MICROSOFT®
WINDOWS® EXECUTES AN APPLICATION
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WINDOWS
15 ~ EXECUTES
13 BOES THIS KEY AET;:%TL'? N
REDIRECT TO
"EXEFILE"? USING _ .
- INFORMATION
SPECIFIED IN
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HAS BEEN DIRECTED FOR HANDLING
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l Fig. 1 (cont. on next sheet)
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Fig. 1 (cont. from prior sheet) 17 /\
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AUTHENTICATION PROGRAM FOR A COMPUTER
OPERATING SYSTEM - FIGURE 2a
METHOD BY WHICH THE PRESENT INVENTION ALTERS
MICROSOFT® WINDOWS® APPLICATION EXECUTION
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1 Fig. 2a (cont. on next sheet)
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Fig. 2a (cont. from prior sheet)
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AUTHENTICATION PROGRAM FOR A COMPUTER
OPERATING SYSTEM - FIGURE 2B
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MICROSOFT® WINDOWS® APPLICATION EXECUTION

A
211
PERFORM USER
DEFINED
HID ALL USER DEFINED AUTHENTIGATION
AUTHENTICATION \
SUCCEED? FOR WHE
| AUTHENTICATION
FAILS
212
ALLOW APPLICATION |~
TO EXECUTE
: . 213
WAIT FOR APPLICATION TO
TERMINATE AND PERFORM
ADDITIONAL USER DEFINED
AUTHENTICATION

ClibPD www fastio.com



U.S. Patent Aug. 17, 2004 Sheet 6 of 20 US 6,779,117 B1

AUTHENTICATION PROGRAM FOR A COMPUTER
OPERATING SYSTEM - FIGURE 3
METHOD BY WHICH THE PRESENT INVENTION ALTERS THE
MICROSOFT® WINDOWS® REGISTRY
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AUTHENTICATION PROGRAM FOR A COMPUTER
OPERATING SYSTEM - FIGURE 4
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AUTHENTICATION PROGRAM FOR A COMPUTER
OPERATING SYSTEM - FIGURE 5
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AUTHENTICATION PROGRAM FOR A COMPUTER OPERATING

SYSTEM - FIGURE 6

C CODE EXAMPLE OF CASA FUNCTION TO ENABLE CASA

AUTHENTICATION

#include <windows.h>

#include <stdio.h>

#define REG_KEY_DEFAULT_SIZE 256

#define ERROR_SET_REGISTRY_KEY -1

int EnableCasaExefile(char *1pszPreviousiconValue,

char *1pszPreviousCommandValue)

{ |
long DefaultSize= REG_KEY_DEFAULT_SIZE;
HKEYhkOpenKey,hkBaseKey = HKEY_LOCAL _
MACHINE;
char czExeKeyl] =
"SOFTWARE\\Classes\\exefile\\shell\\open\\command”;
char czExelco[] =
"SOFTWARE\\Classes\\exefile\\DefaultZcon”,

I T T
/I Try to open the
SOFTWARE\\Classes\\exefile\\Defaulticon key.

l Figure 6 (cont. on next sheet)
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l Figure 6 (cont. from prior sheet)

if(RegOpenKey(hkBasekey,czExelco,&hkOpenKey)
== ERROR_SUCCESS)
{
i
Il Get the original key and store it
RegQueryValue(hkOpenKey,",1pszPreviousiconValu
e, &DefaultSize);
I
/| Set the key to the casa intercept
RegSetValue(hkOpenKey, "', REG_SZ
"\"c:\\casaDin\Casa.exe \"%1\",
REG_KEY_DEFAULT_SIZE);
RegCloseKey(hkOpenKey),
}

else

{

I

/I If the open failed, return an error

return ERROR_SET_REGISTRY_KEY;

I T T

// Follow the same process for the command key
l Figure 6 (cont. on next sheet)

fastio.com



ClibPD WAV WY

U.S. Patent Aug. 17, 2004 Sheet 11 of 20 US 6,779,117 B1

l Figure 6 (cont. from prior sheet)

if(RegOpenKey(hkBaseKey,czExelco,&hkOpenKey) = =
ERROR_SUCCESS)

{

RegQueryValue(hkOpenKey," 1 pszPreviousCommandV
alue,&DefaultSize);
RegSetValue(hkOpenKey," ,REG_SZ
""c\\casaDir\Casa.exe \"%1\" ,REG_KEY_DEFAULT_
SIZE);

RegCloseKey(hkOpenKey);

}

else

{

T

/I If the open failed, return an error
return ERROR_SET_REGISTRY_KEY;

}

I T T

/| The operation was successful
return ERROR_SUCCESS;

)
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AUTHENTICATION PROGRAM FOR A
COMPUTER OPERATING SYSTEM - FIGURE 7
C CODE EXAMPLE OF CASA FUNCTION TO
DISABLE CASA AUTHENTICATION

#include <windows.h>
#include <stdio.h>
#define REG_KEY_DEFAULT_SIZE 128
#define ERROR_SET_REGISTRY_KEY 1
int DisableCasaExefile(char
*1pszPreviousiconValue,char
*1pszPreviousCommandValue)
{
int DefaultSize = REG KEY DEFAULT_SIZE
HKEY hkOpenKey, hkBaseKey=
HKEY_LOCAL_MACHINE;
char |
czExelco[]="SOFTWARE\\Classes\\exefile\\Defaulticon”;
charczExeKey[]=
"SOFTWARE\Classes\\exefile\\shelNlopen\\command”;
IR T
/I If the previousvalues are set to NULL, set the keys to
their default.

l Figure 7 (cont. on next sheet)
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l Figure 7 (cont. from prior sheet)

if(1pszPreviouslconValue == NULL)
strepy(1pszPreviouslconValue, "%1");

Il %1

if(1pszPreviousCommandValue == NULL)
strepy(1pszPreviousCommandValue, "\"% 1\

%*"); I %1"%*"

I T

/| Reset the previous or default Defaulticon value

if(RegOpenKey(hkBaseKey,czExelco,&hkOpenKey) ==

ERROR_SUCCESS)

{

RegSetValue(hkOpenKey," REG_SZ

,1pszPrevious|conValue,REG_KEY_DEFAULT_SIZE);

RegCloseKey(hkOpenKey);

}

else

{
l Figure 7 (cont. on next sheet)
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l Figure 7 (cont. from prior sheet)

IRt

I/ If the open failed, return an error

return ERROR_SET_REGISTRY_KEY;
}
T

/| The operation was successful
return ERROR_SUCCESS;

}

IR T
/I If the open failed, return an error
return ERROR_SET_REGISTRY_KEY;

»

ClibPD WAYW . TAsSTIO.COoMm



U.S. Patent Aug. 17, 2004 Sheet 15 of 20 US 6,779,117 B1

AUTHENTICATION PROGRAM FOR A
COMPUTER OPERATING SYSTEM - FIGURE 8

#include <windows.h>
#include <stdio.h>
#define VIRUS DETECTED 1
void CasalnterceptFunction(void)
{
PROCESS_INFORMATION  proc_info;
STARTUPINF start_info;
DWORD  ret;
Char szCallProgram[ _MAX_PATH];
LPSTR 1pFullArg;
i
/ Isolate the target program name
1pFullArg = GetCommandLine();
1pFullArg = stratr(11FullArg,

"CASA.EXE")
1pFullArg = stratr(1pFullArg," ");
1pFullArg++;
I

l Figure 8 (cont. on next sheet)
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l Figure 8 (cont. from prior sheet)

// Build the command line
/ to run authentication
strcpy(szCallProgram,
"C:\CASAWFIND.EXE \"");

strcat (szCallProgram,1pFullArg);
atrcat (szCallProgram,"\"");
i
/I Initialize the CreateProcess
/I STARTUPINFO struct
start info.cb=sizeof (start_info);
start info.1pReserved = NULL,;
start_info.1pDesktop = NULL;
start_info.1pTitle = NULL,
start_info.cbReserved2 = 0;
start_info.1pReserved2 = NULL;
I i
// NOTE 1. External authentication
/| program (virus scanner) is called.

J, Figure 8 (cont. on next sheet)
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l Figure 8 (cont. from prior sheet)

I T T

CreateProcess (NULL, szCallProgram,
NULL, NULL, FALSE,
DETACHED_ PROCESS, NULL, NULL,
&start_info, &proc_info);

I T

/| Wait for scanner to finish.

while (1)

{

GetExitCodeProcess (
proc_ info.hProcess,
(LPDWORD) &ret),
if (ret ! = STILL_ACTIVE)

break;

l Figure 8 (cont. on next sheet)
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l Figure 8 (cont. from prior sheet)

I T
/I NOTE 2. Action taken based on return value
/| from scanner. If a virus was detected, alert
/ the user and exit without allowing the
/] infected file to execute.
I T
if(ret==VIRUS_DETECTED)
{
char Alert]_MAX_PATH];
sprintf(Alert,
"Virus was detected in %s.",
1pFullArg);
MessageBox(NULL Alert,
"CASA Alert Message',
MB_OK);
exit(0);

l Figure 8 (cont. on next sheet)

ClibPD www fastio.com



ClibPDF - www .fastio.com



ClibPDF - www .fastio.com



ClibPDF - www .fastio.com



ClibPDF - www .fastio.com



ClibPDF - www .fastio.com



